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ABSTRACT Wireless transmission systems of implantable medical devices (IMDs) should be secure against
eavesdroppers and adversaries because of patient rights and health. This paper focuses on full-duplex
secure communication of wireless IMD systems, proposing a new protector that is compatible with existing
unsecure systems. This new protector is an externally worn jacket and therefore called a security jacket.
Because some advanced sensors are placed on the jacket to provide physical layer security. Randomly
multi-jamming with a great number of sensors is applied when IMD transmission occurs with the jamming
extraction and maximum ratio combining (MRC) reception simultaneously. When reception by IMD is
performed, a randomized spoofing-based transmit beamforming technique is applied. This protector also

supports higher power efficiency and longer battery life.

INDEX TERMS Transmit beamforming, physical layer security for IMDs, spoofing-based transmit
beamforming, wireless implantable medical devices, wireless wearable sensors.

I. INTRODUCTION

Wireless communication has become more important in
human life in recent years. Therefore, different areas of wire-
less communication have emerged. One of these areas is
healthcare. The wireless implantable medical device (IMD)
technology in healthcare domain is further developed due to
its wireless capability. Being able to communicate wirelessly
with a device placed inside the human body at any time
offers great benefits in patient monitoring, device status and
treatment. Thus, wireless IMDs will be used in the treatment
of different diseases in the future. Some examples of wireless
IMDs currently used are deep brain neorostimulators (DBS)s
which are used against some movement disorders, cochlear
implants which run in the damaged parts of the inner ear
(cochlea) to provide sound signals to the brain, implantable
cardiac defibrillators (ICD)/Pacemaker which regulate heart
rhythms, gastric stimulators for gastroparesis, insulin pumps
which deliver insulin. For example, if we consider DBS,
it is possible for the physician to observe and follow up the
neurochemical and anatomical changes in a certain region of
the patient’s brain using the DBS system, and to be able to
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upload the appropriate treatment to the DBS. It should be
noted here that the remote control of the DBS and generating
of electrical stimulation signals by the physician requires
proper telemetry and command transmissions.

Some important requirements or demands for wireless
IMDs can be summarized as follows. They should be biocom-
patible, environmental resistant and robust. They should have
low complexities, a minimum number of parts that will reduce
the possibility of failure, dimensions as small as possible,
superior and precise functionalities and a very long battery
and device lives working at maximum efficiency without
needing to be updated periodically. Moreover, they must be
secure and sensitive to privacy and confidentiality.

Security and confidentiality are recognized as patient
rights. Therefore, confidential and vital information consid-
ering illness and treatment records of the patients should
be secured. Because, for wireless IMDs, it is possible to
reach the data of health status of patients, treatments and
device status. Moreover, it is possible to change and even
destroy this data and block the usual data communication. Itis
even possible that the implantable device may be exposed to
lethal functioning by changing this data. During the wireless
communication of IMDs, there may be malicious listening to
data of communication, which is considered passive attack.
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If communication protocol is solved by listening with time,
it can be switched to active attack mode causes spoofing
and running abnormally. Active attack may be more effective
and have worse effects, which is possible by taking over the
remote control of the IMDs.

In wireless communication, physical layer security pro-
vides secure communication by staying away from crypto-
graphic methods [1]. Physical layer security aims to provide
good channel conditions for the communicating parties and
poor channel conditions for the eavesdroppers. Process-
ing power, hardware complexity, power consumption etc.
is generally shared between the two communicating par-
ties when performing physical layer security. Some similar
recent studies considering the physical layer security are as
follows. In [2], it is emphasized that how physical layer
security increases the security of battery-powered Internet of
Things (IoT) devices effectively. In [3], a watermark-based
blind physical layer security using a jamming receiver with
a spread spectrum watermarking method is proposed. In [4],
physical layer authentication method expresses that human
palm has distinct transmission coefficient (S21) for each of
the users and is used for in vivo fingerprint identification.
In [5], physical layer security based authentication technique
using the user’s behavioral fingerprint extracted from the
radio channel characteristics is proposed.

Cryptographic process for wireless IMDs may increase
complexity, number of parts, size, power consumption and
so on. Furthermore, changing with the existing devices con-
sidering cryptographic structure requires surgery. Thus, pro-
viding security in the communication with the implanted
devices can be achieved by the external proxy-based or
physical layer security rather than by the usage of crypto-
graphic methods [6]. Furthermore, in the case of the physical
layer security scenario for existing battery operated implant
devices implanted to the patients, all processing power, hard-
ware complexity, power consumption etc. should also be
assigned to the external device for the above reasons [7]-[9].

There are some studies in the literature related with physi-
cal layer or external proxy-based security for wireless IMDs.
An external device called the Communication Cloaker was
first proposed in [10]. It acts as a relay or transmitter when
it is worn. But it involves some cryptographic process.
Another wearable and external device is called IMDGuard
or Guardian which provides secure transmission [11]. The
IMDGuard or Guardian method is focused on the crypto-
graphic key handling operation based on the patient’s electro-
cardiogram (ECG) signals. In the previous solutions, already
implanted IMDs require modification due to the placement of
cryptographic hardware and these methods cause an increase
in undesired complexity and power consumption. Another
external device called MedMon, which contains the anomaly
detection method, has been proposed in [12]. The Med-
Mon does not behave as a relay but rather focuses on the
physical characteristics of the transmitted signals. If there
is an abnormal transmissions, the patient will be warned or
it will emit a powerfull jamming signal and suppress the
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abnormal transmissions. MedMon does not offer any pro-
tection against eavesdroppers or passive attackers as known
eavesdroppers while providing good protection against active
attackers.

Another recommended external device is called Shield,
which has been developed to protect ICDs from an active
and passive attackers [13]. The shield jams all replies from all
the ICDs and all signals from the active attackers. It extracts
the replies from composed replies plus jamming signals. But
its own query signals or commands (treatment prescription
data, etc.) are transmitted without jamming or protection.
Therefore, while the queries and commands are publicly and
unreliably spread wirelessly, passive listeners or eavesdrop-
pers can easily capture or record all these command data
transmitted to the ICDs. Eavesdroppers can thus develop new
intelligent techniques through the recorded and not protected
data. For example, eavesdroppers can understand the treat-
ment performed by the physician by analyzing the protocol,
and can reach the data considering the condition of patient
and the status of the ICD (battery life, functioning prop-
erly, etc.). If eavesdroppers fully understand and solve the
command structure sent, they can obtain capabilities such as
changing device settings and IMD therapy (electrical stim-
ulation) parameters, disabling the device, terminating ther-
apy, and sending an electrical shock command [13], [14].
In the literature, some researchers have also recognized the
vulnerability of the physical layer, and this has been explicitly
expressed in some articles [12], [15], [16] and [17].

Other proxy-based solution, called the Security Belt,
focuses on full-duplex secure communication of the wireless
IMD systems, a safe design has been proposed that can
be integrated into existing unsecure systems [18]. This belt
is a body worn device and seen as a belt. Some relaying
antennas are installed on this belt to ensure secure transmis-
sion in both directions. When reception by the IMD occurs,
three antennas at the optimal positions on the belt randomly
transmit. When transmission by IMD occurs, Maximal Ratio
Combining (MRC) or majority rule techniques with random-
ized jamming and extraction by three jammers/antennas are
applied. In this approach, the belt has a small number of relays
or antennas. With more relays or antennas, efficiency could
have been increased. However, due to limited surface area on
the belt for relays or antennas, the number of relays has to be
remain limited.

The purpose of this study is to protect full-duplex trans-
missions in more efficient way. A special security jacket is
proposed containing sensors placed on to ensure security and
diversity. When transmissions are carried out from IMD to
the sensors in single input multiple output (SIMO) mode,
randomly multi-jamming and jamming extraction technique
applied. When transmissions are carried out to IMD, random-
ized spoofing-based transmit beamforming technique applied
in multiple input single output (MISO) mode. Frequency shift
keying (FSK) modulation in IMD transmissions has some
advantages as mentioned in [19], [20]; and therefore, it is
given a priority to FSK modulation in this study. Since FSK
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modulation is robust to power amplifier non-linearity and
noise resistant characteristics, FSK modulation is mostly used
as a modulation type in medical implant communication
service (MICS) systems [19], [20].

The rest of this paper is organized as follows. System
model and proposed protection solution are carried out in
Section II. Section III expresses numerical results of the
proposed method, and conclusions are drawn in Section IV
finally.

(b)

FIGURE 1. (a) Front view of security jacket and (b) back view of security
jacket.

Il. SYSTEM MODEL AND PROPOSED SOLUTION

In this study, it is assumed that a jacket which has mul-
tiple wireless sensors on the inner surface is designed as
in Fig. 1. This jacket is assumed to be as a faraday cage
structure. In this way, going out of the signals transmitted
inside the jacket and entering of the incoming signals from
outside are minimized. In this study, calculations and per-
formance evaluations have performed with 20 sensors. This
number can be further increased. These wireless sensors are
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wired together and this connection structure is grid-shaped.
There is a main signal processor responsible for manage-
ment including combining, beamforming, extraction from
jamming etc.

It is assumed that the MICS band is used as the transmis-
sion frequency in this study. Because Federal communication
commission (FCC) has assigned a frequency band between
402 MHz and 405 MHz which is called as MICS band for
the communication of IMD systems [21]. This band is more
convenient for propagating of the signals in human body with
the international acceptability [22]. Consequently, sensors
with their antennas are mounted at a distance of at least
1/4 wavelength apart (nearly 18 cm) each other. This amount
of spatial separation improves the probability that at least
one sensor is not in a deeply faded signal condition. For this
reason, it is planned that approximately 20 sensors have been
placed at around 18 cm intervals on the Security Jacket.

In vivo wireless communication channel, small-scale fad-
ing (like Rayleigh fading) is observed due to the reflections
of biological tissues inside the human body lead to multi-
path propagation as indicated in [23]. In vivo channels are
also known as fading channels. In this study, popular non-
line of sight Rayleigh fading (small-scale fading) channel
is used.

In wireless communication, diversity is needed in fad-
ing channels. In this study, antenna diversity option is pre-
ferred; SIMO and MISO structure is set up. Because antenna
diversity provides performance gain in all fading channels.
As in [24], MIMO technology (similar to SIMO and MISO)
provides significant performance gain against single input
single output (SISO) structure.

Wireless secure communication takes place between IMD
and the sensors and this secure communication in both ways
is detailed under two headings.

A. SECURE TRANSMISSION FROM IMD-SIMO STRUCTURE
When transmission from the IMD to the sensors occurs,
communication takes place in the SIMO structure. In the
Fig. 2, there is a 2-dimensional cross-sectional view (only
one layer) of security jacket with the sensors. On this cross-
section, it is shown that all the sensors jam the IMD reply.
Eavesdropper also receives jamming signals along with the
IMD reply.

To ensure security, all sensors have the ability to perform
jamming at the same time as the receiving. When trans-
mission occurs from IMD at each time interval, each sen-
sor switches to active jamming-mode or off-mode randomly
when receiving IMD replies. In Fig. 3, it is seen an example
of a scenario of transmission on security jacket which is
horizontally sliced. Jamming of IMD reply by some sensors
selected randomly and IMD reply reception by all the sensors
in SIMO mode in a time interval occur.

In wireless communication, receiver diversity is a form
of space diversity, where there are multiple antennas at
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FIGURE 3. A scenario of jamming of IMD reply with randomly selected
sensors.

the receiver. Expressing the received signal in a vector form,
itis

y=hx+n (1)
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/ )

/ Eavesdropper

where y is the received vector which expresses the symbols
obtained on all receive antennas, 7 is the channel vector which
contains the channel coefficients for all branches between the
transmit antenna and receive antennas, x is the transmitted
symbol and 7 is the noise vector which expresses the additive
noises on all receive antennas. The received signal consider-
ing each signal on each receiver antenna is

1 hy ny

» h ny
=] . |x+]. (2)

k I g

where k is the total number of the antennas on receiver. It is
assumed that all elements of channel vector and noise vector
are independent.

In receiver diversity, Maximum Ratio Combining (MRC)
technique has the best performance when compared with
Selection Diversity and Equal Gain Combining (EGC) [25].
MRC may involve more complexity, but adding complexity
to the sensors on the security jacket does not create problems,
rather than IMD. Therefore, MRC has been preferred. Opti-
mal weight vector used for combining is defined as

hy

o ! "l
Ial Vi PE+ P+ |
hk

where ||.|| denotes norm of the vector [26]. The output of the
MRC is
_ ny
y=wly = hx +wfln = = lalx +wln (@)
where H denotes Hermitian transpose of the vector. The
combined and equalized symbol is finally obtained by the
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Eavesdropper

FIGURE 4. 2D cross-sectional view of security jacket with MISO transmission.

equation below.

y o wfy Wty whn
= = =x 4+
[l

IRl 2l A2

x= )

Taking into account the above theoretical background,
IMD replies or signals received by all sensors are combined
by the main processor. But this processor also discards all
jamming signals. Expressing the received signal in a vector
form, it is

y = hpupx + Hy57 + 7t (6)

where y is the received vector which expresses the symbols
obtained on all sensors, Apyp is the channel vector which
expresses the channel coefficients between the IMD and all
sensors, x is the symbol transmitted by IMD, Hj is the chan-
nel matrix which considers the channel coefficients between
the sensors, 57 is the jamming vector which considers on-off
switched jamming signals transmitted by all the sensors and
n is the noise vector which expresses the additive noises on
all sensors. Expressing the received signal detailed, it is

Y1 himp,
2 himp,
= X

k hivpy
T Sjl nj
hjp, 1 .. hjy Sj2 n2

S D+ @)

hjy, hjkz 1 Sjk I

Each element of column vector s; is switched to zero or
jamming signal randomly in each time interval. Diagonal
channel coefficients have been taken *1° because the received
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jamming signal produced by the same sensor. The jamming
based noise or distortion vector is shown more clearly below.

Y1 himp,

2 hivp,
= . X

k himp,
si1 + hjlzsj2 + ... + hjlijk n

hjzlsjl + 52+ ... + hjZijk ny

hj“Sjl + hjszjZ + ... + Sjk N

and the received signal in the eavesdropper is obtained
similarly as

Yeve = Nimd,,o X + hj1,,.51 + 2, 552 + ... + Rj, Sik + Neve
)

Using Eq. 5, it is possible to obtain the combined
and equalized symbol by the equation below by the main
processor.

hipp@ — HjS))

(10)
| |1

X =

B. SECURE TRANSMISSION TO IMD-MISO STRUCTURE
When transmitting from sensors to the IMD, communication
takes place in the MISO structure. In the Fig. 4, there is a
2-dimensional cross-sectional view (only one layer) of secu-
rity jacket with the sensors. On this cross-section, it is shown
that all the sensors transmit to the IMD. Eavesdropper also
receives the signals of all sensors.

To ensure security, sensors have the ability to switch
transmit beamforming and spoofing mode randomly. When
transmission occurs to IMD at each time interval, each
sensor switches to transmit beamforming or spoofing
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TRxJ19 TRxJ20

FIGURE 5. A scenario of IMD reception with randomized transmit
beamforming.

mode randomly. In Fig.5, it is seen an example of a MISO
transmission scenario on security jacket which is horizontally
sliced. Some of the sensors on transmit beamforming mode
and the others are in spoofing mode and IMD reception in a
time interval occurs.

In wireless communication, transmit beamforming is a
form of space diversity, where there are multiple antennas at
the transmitter and one antenna at the receiver. The received
signal can be defined as follows,

y=hx+n (11)

where y is the received signal which expresses the symbol
obtained on receive antenna, A is the Hermitian of the
channel vector which expresses the channel coefficients for
all branches to receive antenna, x is the transmitted vector
considering the symbols for all branches and # is the noise
signal which expresses the additive noise on receive antenna.
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The detailed received signal on receiver antenna is
X1
X2
y:[/’ll /’lz...hk] .| +n (12)
Xk

where k is the total number of the antennas on transmitter.
It is assumed that all elements of channel vector and noise is
independent. The received signal can be redefined as

y=hix1 + hxy + ...... + hxy +n (13)

Transmit beamformed signal is as in [26]

X1 hT
- 2 hfx 1 h (14)
X = . = = =0 = = . X
.
Xk hz
where X is the transmitted symbol and ||.|| denotes norm of
the vector. Transmit beamformed signal is again
i
1 )
X = by
IR 4+ 1l + -+
hi
— h>1kx -—
VImP? + 1 + .+ [l
h3x
= | VI + b + .. + e ? (15)
h,’%x
L VPP

Using Equ. 13, 14 and 15, the detailed received signal on
receiver antenna is again

y=hy h’fx
VI P+ o + o e
+hy hx
VI P+ 1) + o+ e?
+hi fix
VI ? + o + ...+ he)?
+n
B |l |* x
VI P+ 1 + .+ e ?
|ha|? x
VImP+ P+ o+ >
I x
VI P + 1 + ..+ hyel? i (1o
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Equation is as follows in the simplest form.

y = (\/|h1|2 + ol + .. + Ihk|2>x +n
= || x+n (17)

The equalized symbol is finally obtained by the equation
below.

~ Y
|7
Taking into account the above theoretical background, for
example, randomized spoofing-based transmit beamformed
signal vector by all sensors can be given below similar to
Equ. 15.

_ “ _
h;x _
X
o P+l P P+ i P !
h;‘x X2
N1 Pl Pl P+ 4 g | X3
X4 X4
X = X5 =|x5 19)
*
h6x X6
o P4 1R 41k g |2
: X,
h;;x LAk
L 1o Pl P+ e P4+ e 2

where x1, x4 and x5 are determined as artificial noise by
verifying the following equation. The equation below can
be obtained in order to spoof eavesdropper according to this
example.

hix1 4 haxs + hsxs =0 (20
The received signal on IMD is

YiMp = hix1 + hoxa + h3xs + haxy
+hsxs + hexe + ...... + hgxe +n
= hoxp + h3x3 + hexe + ...... +hxe +n (21)

The detailed received signal on IMD is

|ha|? x
YIiMD =

VIna? + b3 + lhel? + ... + I |?

N |3]? x
VIna? + 131> + 1hel? + ... + |y |?

|he|? x
V> + b3 + 1hel? + ... + [y |?

|hie|? x

+\/ 5 5 5 2—|—n (22)

|ho |~ + |h3]” + |hel” + ... + |hk]

Equation is as follows in the simplest form for this
example.

Yimp = (\/|h2|2 + |h3 + |he|* + ...+|hk|2)x +n  (23)
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The equalized symbol can be obtained by the equation
below if the IMD could be touched. But BER calculation is
done by IMD according to the received signal as in Equ. 23.

YIMD
Vi + b3 + 1hel? + .. + 12

The received signal in the eavesdropper is obtained using

spoofed signal x1, x4 and x5, for this example, similarly as

X =

(24)

—_—
Yeve = hppoX +1

X1
X2
= [hevel hevez cee hevek] .| +n
Xk
Zhevelxl
+h i
evey
VI ? + 1h3? + 1hel? + ... + [y |?
+h I3
evey
VI ? + b3 * + lhel? + ... + [ |?
+heve4x4
+heve5x5
+h hex
evegT —m——————————————————————— T ...t
VI ? + 1h3? + lhel? + ... + [ |?
+h ix +
evey n
V> + b3 + 1hel? + ... + [y |?

Ill. PERFORMANCE EVALUATION

Performance results of the proposed solution are given in
this section. According to the proposed technique, bit error
ratio (BER) performance is shown in terms of signal to noise
ratio (SNR) according to the simulations.

In this solution, it is assumed that sensors on the jacket
are very close to IMD. But sensors on the jacket or IMD are
far away from eavesdropper. Because of distance and faraday
structure, it is also shown that the attenuation on signals
reaching eavesdropper is too much. FSK modulation is also
used because it is the most preferred modulation type in IMD
communication.

Typical materials used for electromagnetic shielding
include sheet metal, metal screen, and metal foam. The tex-
ture of the security jacket is assumed to be flexible, thin and
lightweight as metal foam. It is also assumed that from out-
side of the jacket it is not possible to understand which sensor
or sensors in active transmission mode (transmitting symbol
or jamming signal) or not. Furthermore, the main purpose
assumed in this study is to create a reflective environment
for sensors and IMD signals in the jacket, while reducing
electromagnetic emissions by implementing electromagnetic
shielding. Thus, it will not be possible to separate the signals
reflected from the arm and head holes.

Fig. 6 shows the BER performance of randomly selected
some sensors and eavesdropper when transmission takes
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FIGURE 6. BER performance of some individual sensors, randomly
multi-jamming/extraction with MRC-based reception, and eavesdropper
when transmissions occur from the IMD.

place from the IMD. Because eavesdropper does not have
knowledge which sensor or sensors jam transmissions by
IMD in each time interval and also has no way to discard
jamming signals, even his or her SNR is high, BER is still
very high, i.e., around 0.5. But all the sensors have the capa-
bility to decode and discard jamming signal coming from any
sensor. Therefore, all the sensors discard the jamming signal
or signals and get unblended transmitted signals of IMD in
each time interval. When SNR increases in the individual
sensors, BER decreases as in Fig. 6. But when randomly
multi-jamming and MRC-based reception is performed, BER
performance is getting better. There are three jamming and
six receiver antennas in the proposed solution in [18], but
security jacket solution has 20 sensors and all the sensors
have the capability of jamming and receiving synchronously
in this solution. Therefore, when compared to [18], the BER
performance of the security jacket is outperforms the previous
one. It can also be understood that the IMD’s transmission
power could be reduced tremendously with the large number
of sensors.

In wireless communication, the meaning of the SNR is
the signal power to noise power ratio. Reducing SNR also
means reducing the transmission power. Reducing transmis-
sion power means longer battery life. Figure 6 also shows that
a lower SNR value is sufficient for the same BER value with
Security Jacket solution and this means that lower transmis-
sion signal power is needed. Lower transmission signal power
also means longer battery life for IMD. Due to the limited
battery life, the average time to change of IMDs is about ten
years and this change requires patients to be operated every
ten years. This solution offers longer battery life and less rare
surgery.

Fig. 7 shows the BER performance of IMD and eaves-
dropper positioned anywhere around the patient when trans-
missions occur to the IMD. Eavesdropper does not have
knowledge which sensor or sensors are in transmitting (beam-
forming based) or spoofing mode in each time interval and
he or she has no knowledge of channel coefficients between
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—+—— Eavesdropper

106 I | |
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FIGURE 7. BER performance of randomized spoofing-based transmit
beamforming reception and eavesdropper when transmissions occur to
the IMD.

the sensors and IMD. Therefore, even its SNR is high, BER
is still very high, i.e., around 0.5. But when SNR increases
in IMD, BER decreases with randomized spoofing-based
transmit beamforming.

IV. CONCLUSION

In this paper, a new protector compatible with already
implanted unsecure systems has been proposed by providing
full-duplex secure communication of wireless IMDs. This
new protector is externally worn jacket and, therefore, called
Security Jacket. However, in order to provide physical layer
security, some advanced sensors have been placed on the
jacket. In this method, randomly multi-jamming and extrac-
tion with a great number of sensors and MRC reception by
all the sensors are employed when transmissions coming
from the IMD occur. Randomized spoofing-based transmit
beamforming technique is applied when reception by IMD is
performed. This protector also provides power efficiency and
supports extended battery life. The number of sensors may be
increased when they are optimum positioned with a different
placement by adding arm areas. This would be future work.
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