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Abstract: In this presented study, a 4-D hyper-chaotic system newly proposed to the literature, has been implemented as Multi-Layer Feed-
Forward Artificial Neural Network-based on FPGA chip with 32-bit IEEE-754-1985 floating-point number standard to be utilized in real
time chaos-based applications. In the first step of the study, 4-D hyper-chaotic system has been numerically modeled on FPGA using
Dormand-Prince numeric algorithm. In the second step, the data set (4X10,000) obtained from Matlab-based numeric model has been
divided into two parts as training data set (4X8,000) and test data set (4X2,000) to create ANN-based 4-D hyper-chaotic system. A Multi-
Layer Feed-Forward ANN structure with 4 inputs and 4 outputs has been constructed for ANN-based 4-D hyper-chaotic system. This
structure has only one hidden layer and there are 8 neurons having Tangent Sigmoid activation function used as the activation function in
each neuron. 2.58E-07 Mean Square Error (MSE) value has been obtained from the training of ANN-based 4-D hyper-chaotic system. In
the third step, after the successful training of ANN-based 4-D hyper-chaotic system, the design of ANN-based 4-D hyper-chaotic system
has been carried out on FPGA by taking the bias and weight values of the ANN structure as reference. In this step, at first, Matlab-based
Feed-Forward Multi-Layer 4X8X4 network structure has been coded in Very High Speed Integrated Circuit Hardware Description
Language (VHDL) to be implemented on FPGA chips. Then, the bias and weight values of the ANN structure has been converted from
decimal number system to floating-point number standard and these converted values have been embedded into the network structure. In
the last step, the ANN-based 4-D hyper-chaotic system designed on FPGA has been synthesized and tested using Xilinx ISE Design Suite.
The chip statistics have been given after the Place&Route process carried out for the Virtex XC6VHX255T-3FF1155 FPGA chip. The

maximum operating frequency of ANN-based 4-D hyper-chaotic system on FPGA has been obtained as 240.861 MHZ.

Keywords: Chaos, 4-D Chaotic system, ANN, Field Programmable Gate Array, VHDL.

1. Introduction

Nowadays, the rapid improvements in technology make our life
easier and more comfortable. Whereas, this change can bring
possible treatments to us, especially in private data that must be
transferred and stored securely. To perform this, the importance
devoted to cryptology need to be enhanced. Chaos and chaotic
systems have been widely used today in many applications,
including cryptology [1]-[4]. It is possible to state that when the
chaotic systems and their applications in cryptology increase,
cryptology will get even stronger.

Chaotic systems can be grouped as continuous-time and discrete-
time [5], [6]. The real time chaotic engineering applications can be
performed by modelling the continuous-time chaotic systems
using numeric algorithms and different methods [7], [8].
Biomedical, cryptology, signal and image processing, artificial
neural networks, random number generators, industrial control and
power electronics can be given as the examples of these
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engineering applications [9]-[15]. The chaotic systems have
unique properties including showing noise-like behaviours, having
sensitive dependency on initial conditions and demonstrating non-
periodic feature [16]-[18]. In addition to this, chaotic systems are
also deterministic systems which have in harmony in themselves.
To benefit from these properties in chaotic system-based
engineering applications mentioned above, a chaotic system
producing chaotic signal is needed.

Field Programmable Gate Array (FPGA) is an integrated circuit
(1.C.) produced to be configured by the designer. Because of
having properties including re-programmability, parallel
processing, reliability and processing speed, FPGA-based studies
have become an easy and attractive choice for hardware
implementation [19]-[21]. In state of the art cryptographic
applications, chaotic system-based cryptography is one of the most
used security techniques [22], [23]. For this reason, there are
several implementations proposed to the literature. Alcin et al
(2016) performed the implementation of Pehlivan—Uyaroglu
Chaotic System (PUCS) using Artificial Neural Networks (ANNSs)
in VHDL IEEE-754 32 bit floating-point standard on Virtex-6
FPGA chip [24]. Rajagopal et al. (2017) investigated the
implementation of two new fractional-order 4D chaotic system on
Xilinx Kintex 7 chip with Matlab-Xilinx System Generator
Toolbox [25]. Koyuncu et al. (2013) proposed the implementation
of Burke-Shaw Chaotic System (BSCS) utilizing RK5-Butcher
(RK5B) numerical algorithm using IEEE-754 floating-point
standard on Virtex-6 FPGA chip [26]. Akgiil et al. (2016) carried
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out the implementation of a 3D chaotic system with RK4
numerical algorithm on Xilinx FPGA chip [27]. Rajagopal et al.
(2017) developed the implementation of Chameleon system on
Virtex 6 FPGA chip with RK5B numerical algorithm using VHDL
utilizing 32-hit IEEE-754-1985 floating-point number format [28].
Tuna et al. (2016) proposed the implementation of a novel chaotic
system with Heun algorithm on FPGA with VHDL using 32 bit
IEEE-754-1985 floating-point number format [29].

One of the most basic structures used in chaos-based studies and
chaotic engineering applications is a chaotic oscillator that
produces chaotic signal. In this study, the 4-D hyper chaotic system
that newly presented in the literature has been successfully
implemented to run on FPGA chips in ANN-based 4-D hyper-
chaotic oscillator design in VHDL in accordance with the IEEE-
754-1985 floating point number standard. This study has shown
that ANN-based 4-D Hyper chaotic oscillator designed to work on
FPGA can be successfully used in chaotic engineering applications
such as synchronization, secure communication and random
number generator.

The rest of the paper has been organized as follows: In Section 2,
general information about Dormand-Prince numerical algorithm
has been presented. Artificial Neural Network-Based 4-D Hyper-
Chaotic System has been devoted to Section 3. In Section 4, the
implementation of Artificial Neural Network-Based 4-D Hyper-
Chaotic System on FPGA has been given. Finally, some
concluding remarks have been presented in the last section.

2. Dormand-Prince Algorithm

In literature, many numeric algorithms have been developed for the
discrete-time solutions of continuous time differential equations
[29]-[33]. Euler, Heun, 4™ order of Runge-Kutta, Runge-Kutta-
Butcher and Dormand-Prince can be given as examples for these
numeric algorithms. Euler algorithm is one of the basic algorithms
used for the solutions of differential equations. This algorithm is
1%t order algorithm utilized generally for the simplicity of solution
and executing the processes quickly. Heun algorithm is more
advanced algorithm and it generates more converging results for
the solutions of differential equations than Euler algorithm does.
4™ order Runge-Kutta algorithm has lower error rate in the
solutions of differential equations and therefore it is one of the
most chosen algorithms in literature. As can be understood from
the name, Runge-Kutta-Butcher algorithm is the 5" order
algorithm producing more sensitive results than 4™ order Runge-
Kutta algorithm does. Whereas, since Runge-Kutta-Butcher
algorithm has more coefficients, the numbers of processes increase
and time interval of the solution will increase. Dormand-Prince
algorithm is a 71" degree differential equation solver that generates
more sensitive results than the numeric algorithms mentioned
above. Since Dormand-Prince algorithm is a 7" degree differential
equation solver, more processes are needed for obtaining the result
of the operation and thus, the result of the procedure has been
obtained later than the alternatives.

Chaotic systems are the systems that have sensitive dependence on
system parameters and initial conditions. In these systems, minor
changes in initial conditions and system parameters change
considerably the dynamic behaviour of the system. In this respect,
the generation of chaotic signals with preserving the characteristic
of chaotic systems is significantly important for chaos-based
engineering applications. For this reason, Dormand-Prince
algorithm is the most suitable one that can model numerically the
characteristic of chaotic system with minimum error. Dormand-

Prince algorithm is given in Eq. (1).
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The algorithm consists of 7 phases as ki, kz, ks, ks, ks, ks, k7 and y.
When the DP algorithm is examined structurally, although there is
not much difference between RK5-Butcher algorithm and DP
algorithm, apart from RK5-Butcher, k7 parameter has been added
into DP algorithm and hence it has been provided to produce more
precise results. Even if adding ks parameter to DP algorithm
provides more precise results, it also makes it difficult to
implement the algorithm in software and hardware. Therefore, it
causes more chip resources to be consumed in real-time digital-
based applications. The step size is determined as 0.01 [34].

3. 4-D Hyperchaotic System, Phase Portraits and
Time Series

Continuous-time chaotic systems have been expressed using
differential equations. The differential equations of 4-D
hyperchaotic system newly presented to the literature are given in
Eqg. (2) [35].

x=a,(y-x)
y=-Xz+a,y-5w+1 @)

Z=xy-az
W=ayy

There are 4 state variables as x, y, z and w related to presented
hyperchaotic system. The initial conditions and system parameters,
which are very important variables in chaotic systems,
significantly change the dynamic behaviour of the system. In this
study, the system parameters related to 4-D hyperchaotic system
have been determined as a1=30, a2 =20, a5=3, a7=0. Besides, the
initial conditions of 4-D hyperchaotic system have been
determined as x(0)= 0.1, y(0)= 0.1, z(0)= 0.1 and w(0)= 0.1. In
this study, 4-D hyperchaotic system, presented its continuous-time
differential equation to the literature, has been coded in MATLAB
using Dormand-Prince algorithm to obtain the ANN-based model.
X, ¥, z and w time series obtained from the Dormand-Prince-based
model of the 4-D hyper-chaotic system have been illustrated in
Figure 1. Also Figure 2 shows x-y, x-z, y-z, x-w and x-y-z phase
portraits obtained from Dormand-Prince—based model of the 4-D
hyper-chaotic system. As can be seen from the phase portraits of
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the 4-D hyper-chaotic system, the system exhibits chaotic
characteristic.

Figure 2. x-y, x-z, y-z, Xx-w and x-y-z phase portraits of 4-D hyperchaotic system obtained from Matlab-based Dormand-Prince algorithm
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4. Design and Implementation of ANN-Based 4-D
Hyperchaotic System on FPGA

In this section, the novel hyperchaotic system in (2) has been
modelled using MATLAB environment and then ANN-Based 4-D
hyperchaotic system on FPGA has been created using the obtained
values of biases and weights from the Feed Forward ANN
(FFANN) model. Since online training usually results in loss of
efficiency in hardware implementation, offline training has been
selected. After the training, the suitable network parameters
(weights and biases) have been obtained and then these parameters
have been deployed on FPGA [36], [37]. A numeric solution of
this system has been accomplished for using FFANN training [38].
The model has 3 layers namely, input, hidden, and an output layer.
Since there are 4 state variables in (2), FFANN model has 4
neurons in both input and output layers. Tangent Sigmoid (TanSig)
activation function has been used for the hidden layer due to having
the success in modelling the nonlinear dynamic systems with
hyperchaotic behaviour. Linear (PureLin) function has also been
used for the activation function of the output layer. Table 1
illustrates the FFANN model structure of the 4-D hyperchaotic
system used for ANN-based modeling.

Table 1 The FFANN model parameters of the 4-D hyperchaotic system
used for ANN-based modeling.

Network Structure 4x8x4

Hidden Layer: TanSig

Activation function
Output Layer: Purelin

Training function Trainlm

Performance function MSE: 2.58E-07

Number of state variables (inputs)10000

Number of epoches 200.000

Fault tolerance 1E-15

As seen in Table 1, at the end of training the performance function
reaches 2.58E-07 MSE (Mean Square Error) value when 8 neurons
have been used for the hidden layer. It is possible to decrease the
MSE value by increasing the number of neurons in the hidden
layer, but it leads to slower speed and larger size which are

inconvenient for real time ANN implementations [39]. Besides,
there is a trade-off between the number of hidden neurons used in
FFANN model structure and the resource used in FPGA.
Therefore, the acceptable value of MSE can be used for the
implementation of ANN-based 4-D hyperchaotic system.

Since FPGA not only offers parallelism but also flexible designs,
savings in cost and design cycle, it is quite suitable for ANN
implementations. That’s why FPGA has been employed in the
design of an ANN-based 4-D hyperchaotic system. The designed
architecture has been described using VHDL (Very High Speed
Integrated Circuits Hardware Description Language) with 32-bit
floating-point arithmetic since floating-point arithmetic has high
precision with a lower number of bits [3], [40]. As TanSig has
infinite exponential series, the direct implementation of TanSig is
not suitable. For the approximation of TanSig activation function,
CORDIC and LUT-based exponent calculator have been used [24],
[28], [41]. The digital implementation of the 4-D hyperchaotic
system has been designed with respect to weight and bias values
obtained from FFANN model. The block diagram of the FFANN-
based 4-D hyperchaotic system on Virtex XC6VHX255T-
3FF1155 FPGA is given in Figure 3.

The implemented design has been simulated and synthesised by
using Xilinx Project Navigator. Xilinx ISE 14.7 has been used as a
synthesis tool for implementing the design in Xilinx Virtex 6
FPGA. The result of the design of FFANN operation timing
diagram has been shown in Figure 4. It takes only 146 clock cycles
for the applied 4-8-4 FFANN to calculate the next output. The chip
statistics for the FFANN-based 4-D hyperchaotic system on FPGA
are given in Table 2. The minimum clock period of the FFANN-
based 4-D hyperchaotic system unit on FPGA is 4.152 ns.

Table 2. The chip statistics summary for the FFANN-based 4-D
hyperchaotic system on FPGA

FPGA Chip Virtex-6 %
Slice Register Number 103705 32
LUTs Number 104701 66
Number of DSP48E1s 8 1
Bonded 10Bs Number 259 58
Maximum Clock Frequency (MHz) 240.861
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Figure 3. The Top-level block diagram of the FFANN-based 4-D hyperchaotic system on FPGA.
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Figure 4. The result of the design of FFANN operation timing diagram.

5. Conclusion

In this study, 4-D hyper-chaotic system newly proposed to the
literature, has been implemented on FPGA chip with IEEE-754-
1985 floating-point number standard using Multi-layer Feed-
Forward ANN-based structure. In this paper, a 4-D hyper-chaotic
system has been modelled using Dormand-Prince numeric
algorithm on MATLAB. Feed-Forward Multi-layer 4X8X4
network structure has been created using the data set obtained from
Matlab-based numeric model. 2.58E-07 MSE value has been
obtained from the training phase of ANN-based 4-D hyper-chaotic
system. After the successful training of the ANN-based 4-D hyper-
chaotic system, ANN-based 4-D hyper-chaotic system on FPGA
has been coded in VHDL with 32-bit IEEE-754-1985 floating-
point number standard by taking the networks structure, bias and
weight values as reference. The implemented ANN-based 4-D
hyper-chaotic system on FPGA has been tested by synthesizing it
with Xilinx ISE Design Suite. The maximum operating frequency
of ANN-based 4-D hyper-chaotic system got after from
Place&Route operation for Virtex XC6VHX255T-3FF1155 FPGA
chip, is 240.861 MHZ. One of the most basic structures used in
chaos-based studies and chaotic engineering applications is a
chaotic oscillator that produces chaotic signal. This study has
shown that ANN-based 4-D Hyper chaotic oscillator designed to
work on FPGA can be successfully used in chaotic engineering
applications such as synchronization, secure communication and
random number generator. For future works, chaotic
synchronization applications and pseudo/true random number
generators can be performed using real time ANN-based 4-D
hyper-chaotic system on FPGA that presented in this paper.
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